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Rapid Internet
Population
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SEAREEREES L DIAGED

Content Liability e.g. defamation
Intellectual Property Rights

Crime detection and Surveillance e.g. Phishing, Identity
Theft, Information theft

Jurisdictional Exposure

Data Protection

Viruses e.g.Blaster, Sobig and Bugbear

Spam and spy ware

Botnets creating denial of service attacks
Compliance such as SB1386, ISO17799, SOX

Aiding and abetting acts of Terrorism via the Internet
Return on Investment. (ROI)
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Networld interdependence
Security

ROI (Return on Investment)

Technological
Advancements
ompliance
egislation

ommercial &

More Users Private Use
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N e
ISP Challenges

> Service Providers & Users understanding the implications of the ever
changing Internet landscape. AWARENESS FOR CUSTOMERS &
USERS.

> Vendor awareness around security products. VENDORS
AWARENESS. Releasing products with security features ON.

> Understanding the implication of an ever increasing Internet
population. AWARENESS FOR THE VULNERABLE AND YOUNG.
Chat rooms, Data protection,Paedophile legislations, Fraud etc.

> Standardisation of compliance and legal issues. AWARENESS FOR
GOVERNMENT, LEGAL AND LAW ENFORCEMENT AREAS.

> Raising the bar on best practices for network & system security.

AWARENESS FOR SERVICE PROVIDERS
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Creating Internet Governance

LEVEL 1
poLiciEs VENdors
LEVEL veldors
Security products with
security turned on
LEVEL 3
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USers

Protocol

standardisation

Incident
Reporting

usSers

ISPs

ISPS, port blocks,

spam & virus filtering,
updated DNS, WHOIS
entrie

Regional Working
Groups

ISPs
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Thank You

“Drink Responsibly”
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